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PIEU KHOAN VA DIEU KIEN CHUNG
VE BAO VE VA XU LY DU LIEU CA NHAN
- (Hiéu luc tr ngay 01/07/2023).

- Khdch hang déng y dp dung, phoi hop va cam két tudn thd Diéu khodn va diéu kién chung vé bao vé va
x(f ly dif liéu cd nhan clia Céng ty TNHH Bdo hiém HD.

1. Nhiing quy dinh chung

1.1. Diéu khodn va diéu kién chung vé bdo vé dif liéu cd nhan (goi chung la “Diéu khodn va diéu kién chung
vé BVYDLCN?”) la mét phan khéng thé téch rai clia céc thda thuén, diéu khodn va diéu kién chi phdi mai
quan hé gitra Khdch hang véi Céng ty TNHH Bdo hiém HD va céc céng ty ¢ lién quan dén Cong ty
TNHH Bdo hiém HD (goi chung la “HDI”).

1.2. D€ trdnh nham 1an, Diéu khoan va diéu kién chung vé BVDLCN chi dp dung cho cédc Khach hang cd
nhan.

1.3. HDI dé cao va ton trong quyén riéng tu, bdo mét va an toan thdng tin cd nhan. Dong thai, HDI ludn nd
luc bdo vé théng tin cd nhén, quyén riéng tu clia Khdch hang (bao gdm cé nhitng chi thé cé lién quan
clia Khach hang) va tuén thd quy dinh phdp luat Viét Nam théng qua nhiing bién phdp bdo vé dir liéu
cd nhan ddp Ung va phu hdp vdi céc tiéu chudn qudc té.

1.4. HDI chi thu thap, x' ly va luu trr dif liéu cd nhan cla Khdch hang pht hdp véi quy dinh cla phap luat
va trong pham vi (cdc) thda thuan gilta HDI va Khachhang.

1.5. Bang viéc cung cép dif liéu cd nhan clia mbt bén thd ba (bao gbm nhung khdng gidi han bdi: thdng tin
cla ngudi phu thudc, ngudi cd lién quan theo quy dinh phdp lut, vg/chdng, con cdi va/hodc cha me
va/hodc ngudi gidm ho, ban be, ngusi tham chiéu, bén thu hudng, ngusi dudc Gy quyén, doi tdc, ngudi
lién hé trong cdc trusng hap khan cép hodc cd nhan khdc cda Khach hang) cho HDI, Khdch hang cam
doan, bdo dadm va chiu trdch nhiém rang Khdch hang da cé dudc su dong y hdp phdp cla bén thd ba
dd cho viée xUr ly va thdng tin vé viéc HDI 1a chid thé xU ly cdc thdng tin cd nhan cho cdc muc dich duge
néu tai Diéu khodn va diéu kién chung vé BVDLCN.

1.6. Phu thubc vao vai trd clia HDI trong tung tinh hudng cu thé la (i) Bén Kiém sodt dif liéu cd nhan; (i)
Bén X ly df liéu cd nhén; hodc (i) Bén Kiém sodt va xUr ly dif liéu, HDI sé thuc hién cdc quyén han va
trdch nhiém tuong Ung theo quy dinh clia phap luat hién hanh.

1.7. Diéu khodn va diéu kién chung vé BVDLCN sé dugc uu tién dp dung trong trudng hop cd bat ky xung
ddt hodc méu thudn nao véi céc thda thuén, diéu khodn va diéu kién chi phéi mai quan hé clia Khach
hang véi HDI, cho du dudc ky két trudc, vao ngay hodc sau ngay Khach hang chap thuin Diéu khoan
va diéu kién chung vé BVDLCN nay.

1.8. T4t cd cdc quyén va nghia vu cla HDI va Khdch hang tai Diéu khodn va diéu kién chung vé BVDLCN
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nay sé khdng thay thé, chdm dut hodc thay déi, nhung sé la cdng don vao cdc quyén ma HDI va Khdch
hang dang cd & bat ky van ban nao va khdng mdét diéu khodn nao trong Diéu khodn va diéu kién
chung vé BVDLCN nay ham y han ché hodc xda bo bat ky quyén nao trong sd cdc quyén ctia HDI.

2. Giai thich tU ngr

2.1. “DU liéu cd nhan” 1a théng tin dudi dang ky hiéu, chi viét, chir s8, hinh dnh, 4m thanh hodc dang
tuong tu trén moi trusng dién t gan lién véi mét con ngudi cu thé hodc gildp xdc dinh mdt con ngudi
cu thé.

D liéu cd nhan bao gobm dif liéu cd nhan cd ban va dir liéu cd nhan nhay cam.

2.2. “D{ liéu cd nhan cd ban” bao gém:

a) Ho, chir @&m va tén khai sinh, tén goi khac (néu cd).

b)  Ngay, thdng, ndm sinh; ngay, thdng, nam chét hodc mat tich.

) Gidi tinh.

d)  Ngisinh, ngi dang ky khai sinh, ngi thutng trd, nai tam trd, nai & hién tai, qué quan, dia chi lién hé.

e)  Quéc tich.

f) Hinh anh cla cé nhén.

g)  S6 dién thoai, s6 chiing minh nhan dan, sé dinh danh cd nhan, sé hé chiéu, s6 gidy phép l3i xe, s;
bién s6 xe, s& ma s6 thué cd nhan, sd bao hiém xa hoi, sd thé bdo hiém vy té.

h)  Tinhtrang hon nhan.

i) Thoéng tin vé m6i quan hé gia dinh (cha me, con cdi).

j) Thong tin vé tai khodn s6 cla cd nhan; dif liéu cd nhan phan dnh hoat déng, lich st hoat déng trén
khéng gian mang.

k) Cdc thong tin khdc gan lién véi mbt con ngudi cu thé hodc gilp xdc dinh mét con ngudi cu thé ma
khoéng thubce trusng hgp dif liéu cd nhan nhay cam.

2.3. “D{ liéu cd nhan nhay cam” |a di liéu cd nhan gan lién vdi quyén riéng tu clia cd nhan ma khi bi xam
pham sé& gay anh hudng truc ti€p téi quyén va Igi ich hdp phdp cla cd nhan gém:

a)  Quan diém chinh tri, quan diém tbn gido.

b)  Tinh trang suc khoe va dsi tu dudc ghi trong hd sa bénh dn, khéng bao gém théng tin vé nhém mau.
c)  Thdng tin lién quan dén nguén gdéc ching tdc, ngudn gdc dan tbc.

d)  Thdng tin vé dac diém di truyén dudc thira hudng hodc cé dugc cla cd nhan.

e)  Thdng tin vé thudc tinh vat ly, dac diém sinh hoc riéng cla cd nhan.

f) Thoéng tin vé dsi sdng tinh duc, xu hudng tinh duc cla cd nhan.

g) DU liéu vé t6i pham, hanh vi pham tbi dugc thu thép, luu trlf bdi cdc ca quan thuc thi phap luét.

h)  Théng tin giao dich va thdng tin dugc ham chda trong bat ky (cdc) tai khodn ma Khdch hang cd thé
ma véi HDI, cho du la tai khodn riéng hay dong sd hitu vdi bat ky bén nao khdc, thé loai san phdm va/
hodc dich vu ma Khdch hang dang ky véi HDI va cédc dif liéu can thiét khdc lién quan dén Khach hang
va (cdc) giao dich cla Khdch hang véi HDI, bao gbm nhung khéng gidi han théng tin dinh danh
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khdch hang (cé thé bao gém chif ky, van tay, anh khuén mat, va cdc dac diém sinh trac hoc khdc),
théng tin vé tai khodn, théng tin vé tién gui, thdng tin vé tai san gli; va/hodc céc théng tin khac lién
quan dén viéc cung cip céc san pham va dich vu ctia HDI.

i) D{ liéu vé vi tri cha cd nhan dudc xdc dinh qua dich vu dinh vi.
j) D{ liéu cd nhan khdc dudc phdp ludt quy dinh la ddc thu va can cé bién phdp bdo méat can thiét.

2.4, “XU ly dir liéu cd nhan” la mot hodc nhiéu hoat déng tdc ddng téi dif liéu cdnhan, nhu: thu thap, ghi,
phan tich, xdc nhan, luu trl, chinh sira, cdng khai, k&t hap, truy cép, truy xuat, thu hdi, ma hda, gidi ma,
sao chép, chia sé, truyén dua, cung cép, chuyén giao, xda, hly di liéu cd nhan hodc cdc hanh ddng
khac cd lién quan.

2.5. “Khdch hang” |a cd nhan ti€p cén, tim hiéu, ddng ky, st dung hodc cd lién quan trong quy trinh hoat
ddng, cung cdp céc san pham , dich vu cta HDI.

2.6. “Céngty TNHH Bao hiém HD” bao gém tru s&, van phong, chi nhdnh, céng ty lién két cta HDI.
Dé lam ré hon, céc tUr nglr nao chua dudc gidi thich tai Diéu nay sé dugce hiéu va dp dung theo phdp luat Viét
Nam.
3. Céc hoat dong x{ ly dif liéu cd nhan

3.1. Thu thap dir liéu ca nhan

3.1.1. D& HDI ¢4 thé cung cép cdc san pham, dich vu cho Khdch hang va/hodc xU Iy cdc yéu cdu cta Khdch
hang, HDI cd thé can phai va/hodc dudc yéu cau phai thu thdp dir liéu cd nhén, bao gém: (i) D liéu cd
nhan ca ban va (i) DI liéu cd nhan nhay cam cd lién quan dén Khdch hang va cdc cd nhan cé lién
quan cla Khach hang.

3.1.2.HDI ¢4 thé thu thép truc tiép hodc gidn ti€p nhitng dr liéu cd nhan nay tir Khdch hang khi Khdch hang
yéu cau, hodc trong qud trinh HDI cung cap bat ky san pham, dich vu nao cho Khéch hang, va tir mét
hodc mot s cac ngudn nhu dugc liét ké dudi day, bao gébm nhung khéng gidi han:

a)  Thdng qua quan hé dudc thiét 1ap gilra HDI va Khdch hang khi Khdch hang s dung cdc san pham,
dich vu cia HDI hodc tham gia vao céc chudng trinh, hoat déng hop phap cta HDL.

b)  TU cdc nha cung cép, bén cung cap dich vu, ddi tdc, bén lién két va cdc bén th ba cd lién quan dén
hoat dong kinh doanh ctia HDI.

c)  TUcdc bén thd ba cd quan hé véi Khdch hang, nhu ngudi s dung lao ddng, dong sé hitu tai khoan,
bén bdo lanh, bén cung cap bién phdp bdo dam; bén giao dich.

d)  TU Cuc Quan ly Gidm sat Bdo hiém - Bd Tai Chinh hodc cdc cg quan cé thdm quyén khdc tai Viét
Nam.

e)  TU hoat ddng phén tich cdc hoat ddng cla Khdch hang trong qué trinh s dung cdc san pham, dich
vu tai HDI.

f) TU nhiing nguén cla bén thi ba, ma Khach hang déng y viéc chia sé/cung cdp dif liéu cd nhan, hoac
nhitng ngudn ma viéc thu thap dudc phdp luat yéu cau hodc cho phép.

3.2. Muc dich xtr ly dif liéu cad nhan
3.2.1.HDI ¢4 thé x ly dif liéu cd nhan cho mot hodc nhiéu muc dich sau day:
a)  Xac minh tinh chinh xdc, day du cla cdc thdng tin dugc Khach hang cung cép; xac dinh hodc xdc
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thuc danh tinh clia Khach hang va thuc hién quy trinh xac thuc khach hang.

b) XU ly viéc ddng ky cla Khdch hang déi vdi bat ky sdn phadm va dich vu nao do HDI dé xuat hodc cung

cap.
c)  Cung cép céc san pham, dich vu do HDI dé xuat hodc cung cap.
d)  Lién hé vdi Khdch hang nham trao déi thong tin, giao cdc hda don, cdc bdo cdo hodc cdc tai liéu khéc

cd lién quan.

e)  Thdng bdo cho Khdch hang céc thdng tin vé quyén Igi, thay déi cdc tinh ndng cla san phdm, dich vu.

f) Quan ly va ddnh gid cdc hoat ddng kinh doanh bao gém thiét k&, cdi tién va ndng cao chat lugng céc
céc san pham, dich vu clia HDI hodc thuc hién cdc hoat dong truyén thong tiép thi.

g) Lép cdc bdo cdo tai chinh, bdo cdo hoat dong hoac céc loai bdo cdo lién quan khac theo quy dinh
phap luat.

h)  Tién hanh kiém tra véi ca quan dang ky chan cubc goi hodc tusng tu (néu cd).

i) Thuc hién nghién clu thi trusng, khdo sét va phéan tich dr liéu lién quan dén bat ky cdc san pham,
dich vu nao do HDI cung cép (du dudgc thuc hién bdi HDI hay mét bén thd ba khdc ma HDI hop téc)
ma ¢4 thé lién quan dén Khdch hang.

j) Bdo vé Igi ich hop phap clia HDI va tuan thd cdc quy dinh phap luat lién quan.

k) Ngan chan hodc gidm thiéu moi de doa ddi vdi tinh mang, sdc khde cla ngudi khdc va Igi ich cdng
cong.

1) Dé ddp Ung, tudn th cdc chinh sdch ndi bd clda HDI, cdc thd tuc va bat ky quy tic, quy dinh, hudng
dan, chi thi hodc yéu cau dudc ban hanh bdi Co quan nha nudc cé thdm quyén theo quy dinh phdp
luat.

m)  DE& ddnh gid bat ky yéu cau mua lai, ti€n hanh giao dich mua lai, chuyén giao viéc kinh doanh va/hodc
tai san, chuyén giao hodc chuyén nhugng quyén, Igi ich hoac nghia vu theo (nhitng) hgp ddng gitra
Khdch hang vdi HDI.

n)  DéE&bdo vé hodc thuc thi cdc quyén cla HDI, bao gobm viéc dé thu cdc khodn phi, 1& phi va/hodc dé thu
hoi bat ky khodn ng nao, theo bat ky thoa thudn nao gitra Khach hang va HDI.

o)  Cho cdc nha cung cdp/céc bén cung cép dich vu/déi tdc clia HDI dé thuc hién dich vu cho Khdch
hang va/hoac HDI.

p)  Cho bat k¥ muc dich nao khdc dugc yéu cau hodc cho phép bdi bat ky lut, quy dinh, hudng dan
va/hodc céc Cd quan nha nudc cé thdm quyén.

gq) DEéthuc hién cdc hoat déng khdc cd lién quan dén viéc cung cép, van hanh, x Iy va quan ly cda HDI
ddi vai cdc san pham, dich vu cho Khdch hang.

) Dé phuc vu cdc muc dich khdc cé lién quan dén hoat déng kinh doanh cda HDI ma HDI cho la phu
hap tai ting thai diém.

s) Cdéc muc dich hgp ly khdc cd lién quan dén nhirng muc dich dugc néu trén.

3.2.2.HDI sé yéu cau su cho phép ti Khach hang trudc khi sif dung dif liéu cd nhan cla Khdch hang cho

muc dich khdc ngoai cdc muc dich da dugc néu tai Diéu khodn va diéu kién chung vé BVDLCN.

3.3. XU ly dit liéu cd nhan trong mét sé trudng hgp dac biét
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3.3.1.HDI s& cd thé ghi &m, ghi hinh va x ly d{f liéu cd nhén thu thap dudc tif camera quan sét (“CCTV”) tai
céc khu vuc cé 13p CCTV (bao gém nhung khdng gidi han bdi khu vuc & hanh lang, khu vuc 16i ra/léi,..)
phU hop véi cdc yéu cdu dadm bdo an ninh trong hoat déng HDI va cho Khdch hang theo quy dinh cla
cla phdp ludt. Tuy nhién, HDI ddm bdo sé cd phuang thic théng bdo phu hap dén Khdch hang theo
dung quy dinh cda phap luat.

3.3.2.HDI luén tbén trong va bdo vé dif liéu ca nhan clia tré em. Ngoai cac bién phdp bao vé dir liéu cd nhan
dudc quy dinh theo phdp luat, trudc khi x(r ly dif liéu cd nhan cda tré em, HDI sé thuc hién xac minh
tudi cla tré em va yéu cdu su dong y cla (i) tréem va/hodc (i) cha, me hodc ngudi gidm ho cla tré em
theo quy dinh clia phap luat.

3.3.3.Bén canh tuén thu theo cdc quy dinh phdp ludt cd lién quan khdc, ddi vai viéc xir ly dif liéu cd nhan
lién quan dén d liéu cd nhan cda ngudi bi tuyén bd mat tich/ ngusi da chét, HDI sé phai dudc su
déng y clia mbt trong s6 nhimng ngudi cé lién quan theo quy dinh cda phdp luat hién hanh.

3.4. Viéc chuyén giao va tiét 16 dit liéu cd nhan

3.4.1.Nham thuc hién cdc muc dich va hoat dong xU ly dir liéu cd nhan tai Diéu khodn va diéu kién vé
BVDLCN nay, HDI cd thé tiét 16 dir liéu cé nhan clia Khdch hang hodc dif liéu cd nhén cla cdc bén thd
ba ¢4 lién quan dén Khach hang, cho mot hoac céc bén dudi day:

a)  Cdc codng ty va/hodc céc t6 chiic trong Cong ty TNHH Bao hiém HD.

b)  Céc d6i téc kinh doanh, nha cung cap phan thudng, nha cung cédp qua tdng, cdc bén déng thuong
hiéu, chuong trinh khdch hang than thiét, cdc nha quang cdo, t8 chic tir thién hodc td chic phi Igi
nhuén; bat ky t8 chic d6i tac, dai ly va chi nhdnh HDI trong va nudc ngoai, t6 chic tai chinh, thuong
nhan, td chic cung Ung dich vu trung gian va cdc td chiic khdc lién quan dén bat ky san pham, dich
vu nao ma HDI cung c&p cho Khdch hang.

c) Céc co quan nha nudc cd thdm quyén tai Viét Nam hodc bat k¥ cd nhan, cd quan cé thdm quyén
hodc co quan quan ly hoac bén thir ba ma HDI dudc phép hodc bat budc phai tiét 16 theo quy dinh
phdp ludt cha bat ky quéc gia, hodc theo bat ky hop déng/thda thudn hodc cam két nao khdc gilra
bén th ba va HDI.

d)  Cuc Quan ly gidm st Bdo hiém — B6 Tai chinh hodc bat ky ca quan hodc td chiic nao khdc dugce thanh
14p bdi Nha nudc Viét Nam hodc bat ky ca quan khdc cd thadm quyén ddi véi HDI.

e)  Batky cd nhan cd lién quan dén viéc thuc thi hodc duy tri bat ky quyén hodcnghia vu nao theo (céc)
thda thuan gilta Khach hang vdi HDI.

f) Céc bén thd ba ma Khdch hang dong vy hodc HDI ¢é co s6 phdp ly dé chia sé dif liéu cd nhan cla
Khdch hang.

3.4.2.Ngoai ra, cdc t6 chic riéng 1& thubc Cong ty TNHH Bdo hiém HD, thusng nhan va déi téc chién lugc
clia HDI ¢4 thé lién hé véi Khach hang vé cdc san pham, dich vu va uu dai ma HDI tin rang Khéch
hang cé thé quan tdm hoac mang lai Igi ich tai chinh cho Khach hang.

3.4.3.Mat khdc, HDI sé xem dif liéu cd nhan clia Khach hang la riéng tu va bi mat. Ngoai cdc bén da néu 4
trén, HDI sé khéng tiét 16 dr liéu clia Khdch hang cho bat ky bén nao khdc, trir céc trudng hgp:

a)  Khicd suddngy cla Khach hang.

b)  Khi HDI dudc yéu cau hodc dudc phép tiét 16 theo quy dinh phdp lut; hoac theo quyét dinh cla co
guan nha nudc cé tham quyén.
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Q) Khi HDI chuyén giao quyén va nghia vu theo (céc) thda thuén gitra Khdch hang va HDI.
4. Chuyén giao dif liéu cd nhan ra nudc ngoai

4.1. Nham thuc hién muc dich x{ Iy dif liéu cd nhan tai Diéu khodn va diéu kién vé BVDLCN nay, HDI ¢é
thé phai cung cép/chia sé dif liéu cd nhan cla Khdch hang dén cdc bén th ba lién quan cla HDI va
céc bén thi ba nay cd thé tai Viét Nam hodc bat c dia diém nao khac ndm ngoai lanh thé Viét Nam.

4.2. Khithuc hién viéc cung cép/chia sé dif liéu cd nhan ra nudc ngoai, HDI sé yéu cau bén tiép nhan dam
bdo rang dir liéu cd nhan cla Khdch hang dudc chuyén giao cho ho sé bdo mét va an toan. HDI dam
bdo tuén th( cdc nghia vu phdp Iy va quy dinh lién quan dén viéc chuyén giao dir liéu cd nhan cla
Khdch hang.

5. Quyén va nghia vu ca Khach hang lién quan dén dif liéu cd nhan cung cip cho HDI

5.1. Khdch hang cé cdc quyén sau day: (i) Quyén dudc biét; (i) Quyén dong vy; (i) Quyén truy cap; (iv)
Quyeén rut lai su dong v; (v) Quyén xda dif liéu; (vi) Quyén han ché xr ly dif liéu; (vii) Quyén cung cdp
dir liéu; (viii) Quyén phan doi xr ly dif liéu; (ix) Quyén khi€u nai, t6 cdo, khdi kién; (x) Quyén yéu cau
boéi thusng thiét hai; (xi) Quyén tu bdo vé va cdc quyén cd lién quan khdc theo quy dinh cla phdp
luat.

Trong pham vi phdp luét cho phép, Khach hang cd thé thuc hién cdc quyén clia minh bang cach lién hé
véi HDI theo théng tin dudc cung cép tai Diéu 9.

5.2. HDI, bang su nd luc hop ly, sé thuc hién yéu ciu hop phdp va hdp 1é tir Khach hang trong khoang
thai gian ludt dinh ké tU khi nhan dudc yéu cau hoan chinh va hap 1€ va phi x ly lién quan (néu cd) tir
Khdch hang, tuy thudc vao quyén clia HDI dugc vién dan dén bat ky sy mién trir va/hodc ngoai & nao
theo quy dinh phap luat.

5.3. Trong trudng hdp Khdch hang rdt lai sy déng y cla minh, yéu cau xda dr liéu va/hodc thuc hién céc
quyén cd lién quan khdc ddi véi bat ky hodc tat ca céc dif liéu cd nhan cla Khich hang, yéu cau cé
thé khéng dudc thuc hién néu phdp ludt khéng cho phép; tuy thudc vao ban chat yéu cau cla Khach
hang, HDI cé thé sé xem xét va quyét dinh vé viéc khdng tiép tuc cung cdp céc san pham, dich vu cla
HDI cho Khdchhang. Cac hanh vi dugc thuc hién bdi Khach hang theo quy dinh nay sé dudc xem la
su dan phuong chdm dut tir phia Khdch hang cho bat ky mdi quan hé nao gitta Khach hang véi HDI,
va hoan toan cd thé dan dén su vi pham nghia vu hodc cdc cam két theo hop déng gilfa Khach hang
véi HDI, déng thai HDI bdo luu cdc quyén va bién phdp khic phuc hdp phdp cia HDI trong nhing
trudng hop dd. Theo dd, HDI sé khdng chiu trdch nhiém d6i véi Khach hang cho bat ky ton that nao
phdt sinh, va céc quyén hgp phdp clia HDI sé dudc bao luu mot céch ré rang ddi véi viée gidi han, han
ché&, tam ngiing, hdy bd, ngdn can, hoac cdm dodn dd.

5.4. Vi muc dich bdo mét, Khdch hang c6 thé can phai dua ra yéu ciu cla minh bang van ban hodc s
dung phuaong phdp khdc dé chiing minh va xac thuc danh tinh clia Khdch hang. HDI cd thé yéu cau
Khdch hang xdc minh danh tinh trudc khi x ly yéu cau cta Khach hang.

6. Bién phap Bdo mat dif liéu cd nhan

6.1. HDI xem d{ liéu cd nhan cla Khach hang nhu tai sdn quan trong nhat cdia HDI va HDI dadm bdo tinh
bdo mét, an toan, tuan thd phdp lut, han ché cdc hdu qua, thiét hai khdng mong muén cé khd ndng
xay ra (bao gdbm nhung khdéng gidi han: rd ri dir liéu hodc xU ly dif liéu khdng phu hgp géy tén hai dén
quyén va Igi ich hgp phdp clia Khach hang). Trdch nhiém bdo méat dir liéu cd nhan cda Khdch hang la
yéu ciu bat bubc HDI dat ra cho nhén vién.
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6.2. HDI thuc hién trdch nhiém bdo vé di liéu cé nhén theo quy dinh cla phdp luat hién hanh vdi céc
phudng phap bdo méat theo tiéu chudn qudc té va thudng xuyén xem xét va cap nhat céc bién phap
quan ly va k¥ thut khi x ly dir liéu cé nhan cldia Khdch hang (néu cd).

7. Luu trr i liéu cd nhan
7.1. Di{liéu cd nhan ctia Khach hang do HDI luu trir sé dudc bdo mat. HDI sé thuc hién céc bién phdp hgp
ly dé€ bdo vé dif liéu cd nhan cda Khach hang.
7.2. HDI sé dp dung céc tiéu chudn qudc té vé bdo mét dif liéu clia Cong ty TNHH Bao hiém HD trén co
s3 dadm bao phu hdp vdi quy dinh phap luat hién hanh.
7.3. HDI luu trir dif liéu cd nhan cda Khach hang trong khodng thai gian can thiét dé hoan thanh cdc muc

dich theo Diéu khodn va diéu kién chung vé BVDLCN nay, trir khi thai gian luu trf di liéu cd nhan
l&u hon dugce yéu ciu hodc cho phép bdi céc quy dinh phdp lut hién hanh.

8. Sua déi
HDI cé thé sira d6i, cdp nhat hodc diéu chinh céc diéu khodn cla Diéu khodn va diéu kién chung vé BVDLCN
nay tuy tung thai diém. Thong bdo vé bat ky su stra ddi, cap nhat hodc diéu chinh nao sé dudc cap nhat,

dang tai trén trang dién tir cda HDI (https://www.hdinsurance.com.vn) va/ hodc théng bdo dén Khdch hang
thdng qua céc phuadng tién lién lac khac ma HDI cho la phu hap.

9. Thong tin lién hé x ly dif liéu cd nhan
Trudng hop Khach hang cé bat ky cdu hdi nao lién quan dén Diéu khoan va diéu kién chung vé BVDLCN
hodc cdc van dé lién quan dén quyén cla chd thé dif liéu hodc xUr ly df liéu cé nhan cla Khich hang.
Khdach hang vui long lién hé theo thong tin dudi day:
Tén Céng ty: Céng ty TNHH Bdo hiém HD.

Dia chi tru s& chinh: Toa nha Abacus, s6 58 Nguyén Dinh Chiéu, Phutng Da Kao, Quén 1, Thanh phd
H6 Chi Minh.

Sé dién thoai: (+84) 28 3528 2999 Fax: (+84) 28 3910 2888
Bia chi email: Info@hdinsurance.com.vn

Diéu khodn va diéu kién chung vé bdo vé va xU ly dif liéu cd nhan nay dudc ban hanh bdng tiéng Viét va
dugc dich sang tiéng Anh. N6i dung bang tiéng Viét sé dugc uu tién dp dung néu cé bat ky su khdc biét nao
gilra ban tiéng Viét va ban dich tiéng Anh.
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HD7X

Insurance

GENERAL TERMS AND CONDITIONS OF
PERSONAL DATA PROTECTION

- (Effective from 01/07/2023)
- The customer agrees to apply, coordinate and commit to comply with HD Insurance Company
Limited's General Terms and Conditions of Personal Data Protection and Processing.

1. General provisions

1.1.  General Terms and Conditions of Personal Data Protection (hereinafter collectively referred to
as “PDP") are an integral part of the agreements, terms and conditions governing the
relationship between the Customer and HD Insurance Company Limited and companies
related to HD Insurance Company Limited (collectively, “HDI").

1.2.  For the avoidance of doubt, the General Terms and Conditions of PDP only apply to individual
Customers.

1.3.  HDI values and respects the privacy, security and safety of personal information. At the same
time, HDI always strives to protect the customer's personal information and privacy (including
related subjects of the Customer) and comply with the laws of Vietnam through protection
measures. Personal data meets and complies with international standards.

1.4.  HDI only collects, processes and stores the Customer's personal data in accordance with the
law and within the scope of the agreement(s) between HDI and the Customer.

1.5. By providing personal data of a third party (including but not limited to: information of
dependents, legally related persons, spouses, children and/or parents) and/or the Customer's
guardian, friend, reference, beneficiary, authorized person, partner, emergency contact or
other representative(s)) to HDI, the Customer warrants and is responsible that the Customer
has obtained the legal consent of such third party for the processing and information about the
fact that HDI is the subject of processing personal information for the purposes mentioned in
General terms and conditions of Personal Data Protection.

1.6. Depending on the role of HDI in each specific situation is (i) the Controller of personal data; (i)
Personal Data Processor; or (iiij the Data Controller and Processor, HDI will exercise its
respective powers and responsibilities in accordance with applicable laws.

1.7. General Terms and Conditions of PDP shall prevail in the event of any conflict or inconsistency
with the agreements, terms and conditions governing the Customer's relationship with HDI,
whether signed before, on or after the date of Customer's acceptance of these General Terms
and Conditions of PDP.




1.8. All rights and obligations of HDI and the Customer in these General Terms and Conditions of
PDP shall not replace, terminate or change, but shall be cumulativeto the rights that HDI and
the Customer may have and nothing in these General Terms and Conditions of PDP is
intended to limit or remove any of the rights of HDI.

2. Explanation of terms

2.1.  “Personal data” means information in the form of symbols, letters, numbers, images, sounds or
the like on an electronic medium that is associated with a particular person or helps to identify
a particular person. body.

Personal data includes basic personal data and sensitive personal data.

2.2.  “Basic Personal Data” includes:

a) Full name, middle name and birth name, other name (if any).

b) Date of birth; day, month, year of dead or missing.

c) Gender.

d) Place of birth, place of birth registration, place of permanent residence, temporary residence,

current residence, hometown, contact address.

e) Nationality.
f) Image of the individual.
g) Phone number, identity card number, personal identification number, passport number, driver's

license number, license plate number, personal tax identification number, social insurance
number, health insurance card number.

h) Marital status.
i) Information on family relationships (parents, children).

j) Information about the individual's digital account; personal data reflects activity, activity
history on cyberspace.

k) Other information pertaining to a particular person or helping to identify a particular person
that does not fall under the category of sensitive personal data.

2.3.  “Sensitive personal data” is personal data associated with an individual's privacy that, when
compromised, violations will directly affect the legitimate rights and interests of individuals,
including:

a) Political views, religious views.

b) Health status and private life recorded in the medical record, excluding information about
blood type.

c) Information related to racial or ethnic origin.

d) Information about inherited or acquired genetic characteristics of the individual.

e) Information about the individual's unique physical attributes and biological characteristics.

f) Information about an individual's sex life and sexual orientation.
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g) Data on crimes and offenses are collected and stored by law enforcement agencies.

h) Transactional information and information contained in any account(s) that the Customer may
open with HDI, whether separate or jointly owned with any other party, product category
and/or services that the Customer registers with HDI and other necessary data relating to the
Customer and the Customer's transaction(s) with HDI, including but not limited to customer
identification information (with may include signatures, fingerprints, facial images, and other
biometric features), account information, deposit money and/or asset information, and/or other
information relating to the provision of HDI's products and services.

i) Location data of the individual identified through location services.
j) Other personal data that is determined by the law to be unique and needs to be secured.

2.4.  “Personal data processing” means one or more activities that affect personal data, such as:
collection, recording, analysis, confirmation, storage, correction, disclosure, association, access,
retrieve, revoke, encrypt, decrypt, copy, share, transmit, provide, transfer, delete, destroy
personal data or other related actions.

2.5, “Customer” means an individual who approaches, learns, registers, uses or is involved in the
operation and provision of products and services by HDI.

2.6.  “HD Insurance Company Limited” includes the head office, offices, branches, and affiliated
companies of HD Insurance.

For further clarification, any terms not explained in this Article shall be construed and applied in
accordance with the laws of Vietnam.

3. Personal data processing activities
3.1.  Personal data collection

3.1.1. In order for HDI to be able to provide products and services to the Customer and/or process
the Customer's requests, HDI may need and/or be required to collect personal data, including:
(i) Basic Personal Data and (ii) Sensitive Personal Data relating to the Customer and its related
individuals.

3.1.2. HDI may collect these personal data directly or indirectly from the Customer when requested
by the Customer, or in the course of HDI providing any products or services to the Customer,
and from one or more sources as listed below, including but not limited to:

a) Through the relationship established between HDI and the Customer when the Customer
uses HDI's products and services or participates in HDI's lawfulprograms and activities.

b) From suppliers, service providers, partners, affiliates and third parties related to HDI's
business.
c) From third parties that have a relationship with the Customer, such as employers, account co-

owners, guarantors, security providers; transaction party.

d) From the Insurance Supervision Administration Department- Ministry of Finance or other
competent authorities in Vietnam.

e) From the analysis of Customer's activities in the process of using products and services at
HDI.
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f) From third-party sources, with whom the Customer consents to the sharing/providing of
personal data, or sources where the collection is required or permitted by law.

3.2. Purpose of processing personal data
3.2.1. HDI may process personal data for one or more of the following purposes:

a) Verify the accuracy and completeness of the information provided by the Customer; identify or
verify the identity of the Customer and perform the customer authentication process.

b) Process the Customer's registration for any products and services offered by HDI.

) Provide products and services proposed or provided by HDI.

d) Contact the Customer to exchange information, deliver invoices, reports or other related
documents.

e) Inform customers of information about benefits, changes in features of products and services.

f) Manage and evaluate business activities including designing, improving and enhancing the

quality of HDI's products and services or implementing marketing communication activities.

g) Prepare financial statements, operational reports or other related reports in accordance with the
law.
h) Conduct a check with the call blocking registry or similar (if applicable).

i) Conduct market research, surveys and data analysis related to any products or services
provided by HDI (whether performed by HDI or another third party with which HDI
cooperates) may relate to the Customer.

j) Protect the legitimate interests of HDI and comply with relevant laws.
k) Prevent or reduce a threat to the life, health of others and the publicinterest.

) To meet and comply with HDI's internal policies, procedures and any rules, regulations,
guidelines, directives or requirements issued by the competent State Authority in accordance
with the law.

m) To evaluate any repurchase request, to conduct an acquisition, to transfer business and/or
assets, to transfer or assign rights, interests or obligations under the contract(s) between
Customer and HDI.

n) To protect or enforce HDI's rights, including to collect fees, charges and/or to recover any
debt, under any agreement between the Customer and HDI.

0) For HDI's supliers / service providers / partners to perform services for the Customer and/or
HDI.

o)) For any other purpose required or permitted by any law, regulation, guideline and/or
Competent Authority.

q) To perform other activities related to HDI's provision, operation, handling and management of

products and services for Customers.

r To serve other purposes related to HDI's business activities that HDI deems appropriate from
time to time.
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s) Other reasonable purposes related to those listed above.

3.2.2. HDI will request permission from the Customer before using the Customer's personal data for
purposes other than those stated in the General Terms and Conditions of PDP.

3.3.  Processing of personal data in some special cases

3.3.1. HDI will be able to record voice, video and process personal data collected from CCTV
cameras (“CCTV") in areas where CCTV is installed (including but not limited to the area in the
corridor, the area). exit/exit area ...etc.) in accordance with the requirements to ensure security
in insurance activities and for customers as prescribed by law. However, HDI ensures that
there will be an appropriate method of notification to the Customer in accordance with the
provisions of law.

3.3.2. HDI always respects and protects children's personal data. In addition to the personal data
protection measures prescribed by law, before processing the personal data of children, HDI
will perform age verification of the children and request the consent of (i) the children and/or
(ii) the child's parent or guardian as required by law.

3.3.3. In addition to complying with other relevant legal regulations, for the processing of personal
data related to the person who is declared missing/deceased, HDI shall obtain consent of one
of the related persons in accordance with currentlaw.

3.4.  The transfer and disclosure of personal data

3.4.1. In order to carry out the purposes and personal data processing activities set out in these
Terms and Conditions of PDP, HDI may disclose the Customer's personal data or the personal
data of Customer’s relevant third parties to one or more of the following parties:

a) Companies and/or organizations within HDI.

b) Business partners, rewards providers, gift providers, co-branding parties, loyalty programs,
advertisers, charities or non-profit organizations; any partner organizations, agents and
branches of HDI at home and abroad, financial institutions, traders, intermediary service
providers and other organizations related to any product or service that HDI provides to the
Customer.

c) Competent authorities in Vietnam or any person, authority or regulatory body or third party to
whom HDI is permitted or required to disclose under the laws of any country enter into, or
under any other contract/agreement or undertaking between a third party and HDI.

d) Insurance Supervisory Administration — Ministry of Finance or any other agency or
organization established by the State of Vietnam or any other agency having jurisdiction over
HDI.

e) Any individual involved in exercising or maintaining any rights or obligations under the

agreement(s) between the Customer and HDI.

f) Third parties with whom the Customer consents or HDI has a legal basis to share the
Customer's personal data.

3.4.2. In addition, individual organizations under HD Insurance Company Limited, traders and
strategic partners of HDI may contact the Customer regarding products, services and offers
that HDI believes the Customer may be interested in or that may provide financial benefit to
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the Customer.

3.4.3. On the other hand, HDI will consider Customer's personal data as private and confidential. In
addition to the parties mentioned above, HDI will not disclose the Customer's data to any
other parties, except in the following cases:

a) With the consent of the Customer.

b) When the HDI is required or permitted to disclose in accordance with the law; or under a
decision of a competent state agency.

C) When HDI transfers rights and obligations under the agreement(s) between the Customer
and HDI.

4. Transferring personal data abroad

4.1.  In order to fulfill the purpose of processing personal data in this PDP Terms and Conditions,
HDI may have to provide/share Customer's personal data to HDI's related third parties. These
third parties may be in Vietnam or any other places outside the territory of Vietnam.

4.2.  When providing/sharing personal data abroad, HDI will require the receiving party to ensure
that the Customer's personal data transferred to them will be confidential and secure. HDI
ensures compliance with legal and regulatory obligations regarding the transfer of Customer's
personal data.

5. Customer's rights and obligations regarding personal data provided to HDI

5.1.  Customers have the following rights: (i) Right to know; (i) Right to consent; (iii) Right of Access;
(iv) Right to withdraw consent; (v) Right to delete data; (vi) Right to restrict data processing;
(vii) Right to provide data; (viii) Right to object to data processing; (ix) The right to complain,
denounce and initiate lawsuits; (x) Right to claim damages; (xi) The right to self-defense and
other related rights as prescribed by law.

5.2.  To the extent permitted by law, the Customer may exercise his/her rights by contacting HDI
using the information provided in Article 9.

5.3.  HDI will, in its reasonable endeavors, execute a lawful and valid request from the Customer
within the statutory period of receipt of a complete and valid request and the associated
processing fee (if any). from the Customer, subject to HDI's right to invoke any exemptions
and/or exceptions as required by law.

5.4.  Inthe event that the Customer withdraws its consent, requests data deletion and/or exercises
other relevant rights with respect to any or all of the Customer's personal data, the request
may not be done if the law does not allow it; Depending on the nature of the Customer's
request, HDI may consider and decide not to continue providing HDI's products and services
to the Customer. The acts performed by the Customer in accordance with this provision shall
be considered as a unilateral termination on the part of the Customer of any relationship
between the Customer and HDI, and may completely lead to a breach of the obligations.
services or contractual commitments between the Customer and HDI, and HDI reserves the
rights and legal remedies of HDI in such cases. Accordingly, HDI will not be liable to the
Customer for any loss incurred, and HDI's legal rights will be expressly reserved with respect
to limitation, restriction, suspension, cancellation. remove, prevent, or prohibit it.
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5.5.  For security purposes, Customer may need to make its request in writing or use another
method to prove and verify Customer's identity. HDI may require the Customer to verify his/her
identity before processing the Customer's request.

6. Personal Data Security Measures

6.1.  HDI considers Customer's personal data as the most important asset of HDI and HDI ensures
confidentiality, safety, compliance with the law, limits the consequences, and potential
damage. (including but not limited to: data leakage or inappropriate data processing that
damages the legitimate rights and interests of the Customer). The responsibility of protecting
the personal data of the Customer is a mandatory requirement of HDI for all employees.

6.2.  HDI fulfills its responsibility to protect personal data in accordance with applicable laws with
international standard security methods and regularly reviews and updates management and
technical measures when processing data. Customer's personal data (if any).

7. Personal data storage

7.1.  Customer's personal data stored by HDI will be kept confidential. HDI will take reasonable
steps to protect Customer's personal data.

7.2.  HDI will apply international standards on data security of HD Insurance Company Limited on
the basis of ensuring compliance with current legal regulations.

7.3.  HDl stores Customer's personal data for the period necessary to fulfill the purposes under these
General Terms and Conditions of PDP, unless a longer period of personal data retention is
required or for permitted by applicable laws.

8. Modification

HDI may amends, updates or adjusts the terms of these General Terms and Conditions of PDP from
time to time. Notice of any amendment, update or adjustment will be updated, posted on the website
of HDI: (https://www.hdinsurance.com.vn) and/or notified to the Customer through other means of
communication as HDI deems appropriate.

9. Personal data processing contact information

In case the Customer has any questions regarding the General Terms and Conditions of PDP or
matters related to the rights of data subjects or the handling of Customer's personal data.

Contact Us:
Company Name: HD Insurance Company Limited.

Head office address: Abacus Tower, No. 58 Nguyen Dinh Chieu, Da Kao Ward, District 1, Ho
Chi Minh City.

Phone number: (+84) 28 3528 2999  Fax: (+84) 28 3910 2888
Email address: Info@hdinsurance.com.vn

The General Terms and Conditions of of Personal Data Protection is in Viethamese and to be
translated to English. The Vietnamese document will prevail if there may be any differences between
Vietnamese version and English translation.

14

Céngty TNHH Bao hiém HD | Toa nha Abacus, 58 Nguyén Binh Chiéu, Phudng Da Kao, Quan 1, Tp. H6 ChiMinh | T: 1900 068¢&


http://www.hdinsurance.com.vn)/

